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ICS 22.x Installation guide on Azure from Market place
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[bookmark: Prerequisites][bookmark: _bookmark0]Prerequisites
Please take the system and user configuration from 9.x system. To export system and user config navigate to Maintenance > Import /Export. Perform the export operation.
[bookmark: ICS_22.x_Azure_Marketplace_Installation]ICS 22.x Azure Marketplace Installation

Login to Azure account with valid subscription.
Go to Home page.
Search for Ivanti Connect Secure. As shown below.
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Ivanti connect Secure product page is loaded.
Select 3 NIC deployment for ISA-6000 (Choices based on requirements).
As shown below and press Create.
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[bookmark: Deploy_Ivanti_Connect_Secure_22.x]Deploy Ivanti Connect Secure 22.x

Select valid Subscription.
Create New Resource group and press OK.
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Create Instance detail.
Select Region	 : Choose the Region based on your environment.
ICSVM Name	: (eg: ICS-1)
Zone	: No zone
SSH Public key source	: Use existing public key SSH public key	: Please enter the SSH key

Press Next > Network setting.
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[bookmark: Creating_Network_setting.]Creating Network setting.
Configure virtual networks information.
Use the default setting recommended use subnet mask /24 if needed you can use /27
Press Instance Configuration.











[bookmark: Instance_Configuration]Instance Configuration
Ivanti connect secure VM size		: F8s_V2 (Click on Change size) 
Ex: 
ISA-6000V (F8S_V2(8 GB RAM, 16GB memory))
ISA-4000V (F4S_V2 (4 GB RAM, 8GB memory))
Diagnostic storage account		: Select default
Ivanti connect Secure Version   : 22.2R1 (Make sure you choose the template 22.2R1)
ICS Admin user	: (eg: admin)
ICS Password	: Please use min length of 12 character. ICS connect secure config data : Use default
Click	Review + create
































[bookmark: Validate_the_configuration_and_press_Cre]Validate the configuration and press Create.



[bookmark: Launch_the_ICS_VM][bookmark: _bookmark1]Launch the ICS VM
To launch ICS UI, Collect Management IP from Network setting of the Azure VM.

                              


Go to Home > VM-name > Networking > Network Interface:  internal-nic





Login is using https://<Manament-IP- address of ICS>/admin








[bookmark: _bookmark2]Azure configuration fine tuning
[bookmark: Enable_Accelerated_networking_on_the_int][bookmark: _bookmark3]Enable Accelerated networking on the interfaces of VM.
Go to Home > VM-name > Networking > Network Interface: internal-nic and click on enable Accelerated networking on internal interface.
Enable on all 3 nic interface. (Internal, external and management)







[bookmark: _bookmark4]Make sure that DISK encryption is enabled by default.
Go to home > VM-name > Disk and make sure that Encryption type SSE with PMK is enabled.

[bookmark: _bookmark5]

Upgrade procedure from 22.2R1-> 22.2R4
Navigate to maintenance > Upload Software > select from file radio button and browse for the pkg.
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Select the pkg file and click Install.



[bookmark: _bookmark6]Migration from 9.x to 22.x
[bookmark: Upload_System_and_User_config_file_on_Iv][bookmark: _bookmark7]Upload System and User config file on Ivanti Connect Secure 22.x
To import System and user config Navigate to Maintenance > Import
/Export



To import System Config, Navigate to Maintenance > Import /Export > Configuration > browse system config file path and click on Import Config.



	To import User Config, Navigate to Maintenance > Import /Export > User accounts > browse system config file path and click on Import Config.
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